Ipuioxenune Ne2. UnpopMannoHHAs TAMATKA 1J15 00y4al0mMXCs 1151
pasmenieHus HA opuHaabLHbLIX UHTEepHeT-pecypcax

C KaxIbIM TOJOM MOJIOJEKH B HHTEPHETE CTAHOBUTHCS OoJibllle, a
IIKOJIbHUKKA OJIHM W3 CaMbIX aKTHBHBIX MOJb30oBarenerl Pynera. Mexay Tewm,
MMOMHUMO OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECET U MPOOIIEMBL.
DTa maMsTKa JI0JDKHA IOMOYb TeOe 0€30I1aCHO HaXOTUTHCS B CETH.

Komnwvromepnule supycol

KoMIbroTEpHBII BUPYC — 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX ITPOrPaMM,
OTIIMYUTEIHHON 0COOEHHOCTHIO KOTOPOH SIBJIIETCS CHOCOOHOCTD K PA3MHOKEHHUIO.
B nonosHeHne K 3T0My, BUPYChl MOTYT HOBPEIUTH WM MOJHOCTHIO YHUUTOKUTH
Bce (aillibl U TaHHBIE, TOAKOHTPOJIbHBIE MTOJIb30BATENI0, OT UMEHU KOTOPOTO ObliIa
3amylieHa 3apaXEHHAasg NporpaMMa, a TaKKe MOBPEAUTh WM JaXE YHHUUTOKUTH
OTEPALMOHHYIO CUCTEMY CO BCEMHM (paillaMu B 11€JIOM. B OOJILIIMHCTBE ClTyyacB
PacrpoCTPaHAIOTCS BUPYCHI UEPE3 UHTEPHET.

Meto1bl 3aMTHl OT BPEIOHOCHBIX POTPAMM:

1. Hcnosib3yii COBpPEMEHHBIE OINEPAMOHHBIE CHUCTEMBI, HUMEIOUIHE
CEpBhE3HBIM YPOBEHB 3aIUTHI OT BPEAOHOCHBIX ITPOTPAMM;

2. TlocTtosiHHO ycTaHaBiuMBaiW mauTd (UM(POBBIE 3aIUIaTKH, KOTOPBIE
aBTOMAaTUYECKH YCTAHABJIMBAIOTCS C LIEIbIO JTOPAOTKU MPOrpamMMbl) U
Ipyrue OOHOBJEHHS CBOEH ONEpallMOHHOM cucTeMbl. CkauMBail uX
TOJBKO C oduimanpHOTO caita pazpadorunka OC. Ecimm cymecTByer
PEXKUM aBTOMATUYECKOTO OOHOBJICHHUS, BKIIIOUYH €r0;

3. Paboraii Ha cBOEM KOMIIBIOTEpPE MOJ MpaBamMH IMOJIb30BATENsl, a HE
aIMUHHCTpAaTopa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX
IPOTPAMM MHCTAJUIMPOBATHCS HA TBOEM MIEPCOHATBHOM KOMIIBIOTEPE;

4. Ucnonb3yi aHTUBUPYCHBIE MPOTPaMMHBIE MPOJYKThl H3BECTHBIX

IPOU3BOJAUTENCH, C ABTOMATUYECKUM OOHOBIIECHHEM 0a3;

Orpannub puU3NYECKUN JOCTYI K KOMIBIOTEPY AJIS1 TOCTOPOHHUX JIUIL;

Hcnonp3yit BHEIIHUME HOCUTENN MHPOPMAIMH, TaKUe Kak (premka, AUCK

Wi (paiiin U3 MHTEpHETA, TOJBKO U3 POdep EHHBIX UICTOYHUKOB;

7. He oTkpbIBall KOMIBIOTEpPHBIE (Daiiibl, MOJYYEHHBIE U3 HEHAAEKHBIX
UCTOYHUKOB. Jlaxe Te (aiibl, KOTOpbIE NpPUCIAT TBOW 3HAKOMBIM.
Jlyu1iie yTOUHHM y HETO, OTIPABIISI JIM OH TeOE X.

o o

Cemu WI-FI

Wi-Fi - 510 He B HIepenaun JaHHBIX, HE TEXHOJIOTHS, 4 BCETO JIMIIbL OpeH I,
Mapka. Eme B 1991 rony HuaepnaHackas KOMIIAHUS 3aperucTpupoBajia OpeH.I
«WECA», uto oOo3Hauasio cioBocoueranue «Wireless Fidelity», xoTopslii
MEPEBOIUTCS KaK «0eCTPOBOIHAS TOYHOCTH.


http://gimn-keg.ru/setevichok.htm
http://gimn-keg.ru/setevichok.htm

Jlo Harmiero BpeMeHu Jo1uia aApyras ab0peBuarypa, KoTopas sBJII€TCS TaKOH
Ke TexHojoruen. Ito abOpemarypa «Wi-Fi». Takoe HazBaHue OBLIO JaHO C
HAMEKOM Ha CTaHJIapT BbICIIMI 3BykoBoW TexHuku Hi-Fi, uto B mepeBoje
03HAYAET «BBICOKAS TOUHOCTHY.

Ja, OecruiaTHbIN HHTEPHET-IO0CTYN B Kade, OTENAX U adpPOIOPTax sIBISETCS
OTJINYHOW BO3MOYHOCTHIO BhIXOJIa B MHTepHET. HO MHOTHE 3KCTIEPTHI CUUTAIOT,
yT1o obmenoctynubie Wi-Fi cetu He ABisItOTCS 6€30TIaCHBIMH.

CoBeThl 10 0€30macHOCTH padoTe B 001IEI0CTYNHBIX ceTssx Wi-fi:

1. He nepenaBaii cBoto JIMuHy0 HHMOpPMAIIHIO Yepe3 o01enocTynabie Wi-
Fi cetn. PaboTas B HHMX, KelareJIbHO HE BBOJUTH MApOJH JOCTYIIA,
JIOTUHBI ¥ KaKue-TO HOMEpa,;

2. Vcnonb3yit 1 0OHOBIISIN aHTUBUPYCHBIE MPOTpaMMBbl U Opanamayep. Tem
CaMbIM Thl 00€30TacuIllb ce0sl OT 3aKa4KU BUPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu wucnonszoBanun Wi-Fi otkmoun ¢ynkumio «OOmmii goctyn K
daitnam u npuHTepam». JlaHHas (QYHKIMS 3aKphITa MO YMOJYAHUIO,
OJIHAKO HEKOTOPBIC II0JIb30BATECIIM aAKTHUBUPYIOT €€ I ymoOcTBa
MCII0JIb30BaHMs B paboTe WK yueoe;

4. He ucnonp3yit myOmmunbii WI-FI nns mepenadum JIWYHBIX JaHHBIX,
HaAMpHUMeEp JIJIs1 BBIXOJIa B COIMATILHBIE CETH UM B AJIEKTPOHHYIO MOYTY;

5. Unonw3yii Tosbko 3ammiieHHoe coequnenue uepe3 HTTPS, a ue HTTP,
T.€. Ipu Habope BeO-aapeca BBOJAM UMEHHO «https//»;

6. B moOmneHOM Tenedone otkmoun QyHkmmoo «llogxmoduenne k Wi-Fi
aBTomMarnyeckm». He momyckaii aBTOMAaTHYECKOTO TOJAKIIOYCHUS
ycTpoiicTBa k cetsiMm Wi-Fi6e3 TBoero cornacus.

CoyuanvHvle cemu

ConmanbHbI€ CETH aKTUBHO BXOJIAT B HAIITy YKW3Hb, MHOTHE JIIOJIU PabOTaloOT
U KUBYT TaM MOCTOSIHHO, a B Facebook y»xe 3apeructpupoBad Musummap/1 4eaoBeK,
YTO SIBJIICTCSI OJHOM CEAbMOM BCEX KUTEINEH MIaHeThl. MHOTHE MOJIb30BaTeId HE
MOHMMAIOT, YTO WH(OpMamus, pa3MelieHHas UMH B COITMAIBHBIX CETSIX, MOXKET
OBITh HaliJIcHa W HUCIIOJIb30BaHa KeM YrOJHO, B TOM YHCJIE HE 0053aTeNbHO C
0JlaruMu HaMEpEHUSIMHU.

OcHOBHBIE COBETHI MO OE30MACHOCTH B COIUAIBHBIX CETAX:

1. Orpannyb cnucok aApy3ed. Y Te0s B APY3bsSX HE JOJDKHO OBITh
CITy4allHbIX U HE3HAKOMBIX JIFOJICH;

2. 3anmiail CBOIO 4YaCcTHYIO kH3Hb. He ykasbiBail mapoim, TenedoHsbl,
ampeca, JaTy TBOETO POXKICHUSA M JAPYTYIO JUYHYIO WHGOpPMAIHIO.
3710yMBIIIUIEHHUKH MOTYT HUCTIOJIb30BaTh Jaxe HHGOPMAIIUIO O TOM, KaK
Thl ¥ TBOU POJIUTENH TUIAHUPYETE MTPOBECTH KAHUKYIIbI;

3. 3aumiail CBOIO pemyTaluio - JAEpXKU €e B YHCTOTE M 3ahaBail cele
BOMPOC: XOTed OBl ThI, YTOOBI APYTHE IMOJH30BATEIN BUACIH, YTO ThI
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3arpyxaenib? [logymaii, mpexxae ueM 4To-To0 OMyOJIMKOBaTh, HAIMCATh U
3arpy3urhb;

4. Ecau Thl TOBOPHUUIb C JIIOIbMHU, KOTOPBIX HE 3HAEIIIb, HE UCTIOJIb3YH CBOE
pealbHOE UMs W JIPYTYIO JIMYHYKO MHPOpMalMU: HMs, MECTO
’KUTEIbCTBA, MECTO Y4eObl U MPOYEE;

5. N30erait paszmemenust pororpaduii B IuTtepHere, rae Tl M1300paxeH Ha
MECTHOCTH, IO KOTOPOU MOKHO OIpPEAETUTh TBOE MECTONOJIOKEHNUE;

6. Ilpu peructpanyu B COIMAIbHOW CETH HEOOXOAMUMO HCIIOJIb30BaThH
CJIOXHBIE TAPOJIU, COCTOSAIIME U3 OYKB U LIU(P U C KOJMUECTBOM 3HAKOB
HE McHee §;

7. na couualbHOW CETH, MOYThl M JPYrUX CaWTOB HEOOXOIUMO
UCIIOJIb30BaTh pa3Hble mapoiu. Torga eciau TeOs B3JIOMAKOT, TO
3JI0YMBIIUIEHHUKH TOJTydaT JOCTYI TOJIbKO K OJTHOMY MECTY, a HE BO BCE

cpazy.
IneKmponHble 0eHb2U

DIIeKTPOHHBIC JIGHBTHM — 3TO OYECHBb YAO0OHBIN CMOCO0 IIaTe)kel, 0THAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPBIC XOTAT IMOJTYIUTh ATH JICHBIH.

SHCKTPOHHBIC JACHBT'H ITIOABUINMCH COBCEM HCJABHO 1 UMCHHO U3 -34 OTOT'O BO
MHOTHUX ITOCyaAapCTBax A0 CHUX IIOP HC IPOIMHMCAHO IIPO HUX B 3aKOHAaX.

B Poccun e oHM (QYyHKIIMOHUPYIOT M O HUX YK€ MPOIKCAHO B 3aKOHE, T]IE
WX pa3JIeNsaioT Ha HECKOJLKO BHIOB — aHOHMMHBIC M HE aHOHUMHBIE. PasHuria B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peiiacTcs MpOBOJAUThH OTepaIuu 0e3
UeHTU(UKAIIMK TT0JIb30BaTENs, @ B HEAHOHUMHBIX UJICHTU(DUKAITIHN TT0JIh30BaTEIIsS
SIBJISIETCST 00s13aTCIILHOM.

Takxe crenyer pazidyaTb OdJIEKTPOHHBIE (HUATHBIE JEHbIU (PaBHBI
rOCY/IapCTBEHHBIM BAIIOTaM) U DJIEKTPOHHbIE He(UaTHbIE JAEHbIU (HE paBHBI
rOCYy/1apCTBEHHBIM BAJIOTAM).

OcCHOBHBIE COBETHI IO O€30MacHON paboTe ¢ FIEKTPOHHBIMU JACHbIAMHU:

1. IlpuBsixu K cueTy MOOWIbHBIM TenedoH. DTO camblil yIOOHBIN H
OBICTPBIN CITOCOO BOCCTAHOBUTH JOCTYI K cueTy. [IpuBsizannbiii TenehoH
MMOMOYKET, €ClIi 3a0y/ellb CBOM TUIATSKHBIA MAapOJIh WM 3aijeb Ha
CAWT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonw3yit omHopasoBbie mapoiu. Ilocie mepexona Ha YCUICHHYIO
aBTOpHU3alMI0 TeOe yke He OyIeT yrpokarb OMAaCHOCTb KpPaXH WIIH
niepexBara IJIaTe)KHOI0 MapoJis;

3. Beibepu cnoxubiii naposib. [IpecTynHukam Oyaer HE MPOCTO yrajaarh
CJOXHBI maposb. HanexHesle mnapoim — 3TO NapoOJM, KOTOPHIE
cojepar He MeHee & 3HaKOB M BKJIIOUAIOT B ce0s CTPOUYHBIE U
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4.

NPOTNHUCHBIE OYKBBI, ITU(GPHI U HECKOJHLKO CHMBOJIOB, TaKHME KaK 3HAK
noJuiapa, (pyHTa, BOCKIMIATSNILHBIN 3HaK | T.11. Hanpumep, $tROng!;;
He BBOM CBOM JIMYHBIE JaHHBIE HAa CaliTaX, KOTOPBIM HE JIOBEPSCIIIb.

9]Z€Kmp0HHClﬂ nouma

DJIEKTpOHHAsA MOYTa — 3TO TEXHOJIOTHS U MPEIOCTABIIEMBIE €0 YCIIYTH 110
MEPECHUIKE U MOJTYYEHHUIO AIEKTPOHHBIX COOOIICHU, KOTOPbIE PACIPEIETSIOTCS B
KOMIIBIOTEpHOU ceTh. OOBIYHO JICKTPOHHBIM TOYTOBBIN SIIUK BBITJISIAT
CICITYIOIUM 00pa30oM: IMs_TOJIb30BaTesI(@WUMs_ToMeHa. Takke KpoMe repeaadn
MPOCTOTO TEKCTA, UMEETCSI BO3MOXKHOCTh TNiepeiaBaTh (Danbl.

OcHOBHBIE COBETHI 1O 0€30IMacHOM paboTe ¢ EKTPOHHOM IMOYTOM:

1.

Hano BwIOpare mpaBWiibHBIN TOYTOBBIM cepBuUC. B uHTEpHETE ecTh
OTPOMHBI BBIOOP OECIUIATHBIX MOUYTOBBIX CEPBUCOB, OJHAKO JIy4Ile
JIOBEPSTH TEM, KOTO 3HACUIb U KTO IEPBBIA B PEUTUHTE,

He yka3piBaii B TuaHOM mouTte IMaHy0 nHpopmarumio. Hanpumep, mydre
BBIOpaTh «MY3BIKIbHBIN (haHaT@» wim «pok2013» BmecTo «Temal3y;
Hcnonp3yil IBYXATaHYX0 aBTOPU3ALMIO. JTO KOrJa MOMUMO MapOJIsi
HY>KHO BBOJIMTH KOJ, IPHUCHUIAEMbIN 110 SMS;

Be16epu cnoxHbId mapoib. IS KaKI0ro MOYTOBOTO SIIMKA JOJDKEH
OBITh CBOM HA/ICKHBIN, YCTOWYMBBIN K B3JIOMY MapOJib;

Ecan ectb BO3MOXHOCTh Hamucarb CamMmOMYy CBOW JIMYHBIA BONIPOC,
HCTIOJIb3YH 3TY BO3MOKHOCTb;

Hcnonp3yld HECKOJBKO MOYTOBBIX SIMIMKOB. IIepBbIA i1 4YacTHOMU
MIEPENUCKH C aJlpecaraMH, KOTOPBIM Thl IOBEPSAECHIb. JTO JIEKTPOHHBIN
aJipec He HaJ0 UCIO0JIb30BaTh MPU PErUCcTpaluy Ha (GOpyMax U cairax;
He oTkpbiBaii ¢aiinbl U Ipyrue BIOKEHUS B MHUChbMax JaXe €CIM OHU
IIPULUIM OT TBOMX Jpy3eu. Jlydle yro4yHu y HUX, OTHPABJLUIM JIA OHU
Tebe 3T (ailiibl;

[locne oxkoHuaHusi pabOTHl Ha MOYTOBOM CEPBUCE NEpE] 3aKPbITHEM
BKJIAJIKU C CAUTOM HeE 3a0y/b HaXaTh Ha « BEIATHY.

Kubepoynnune unu supmyanvroe uzoesamenbcmeo

KubepOymmHr — mpecieqoBaHUE COOOIICHUSIMHU, COJEp KalIMHU
OCKOPOJICHHUS, arpeccuro,  3amyruBaHWe;  XYyJWTAaHCTBO;  COIHAIBLHOE
OOWKOTHPOBAHKE C MIOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OCHOBHBIE COBETHI TT0 OOPHOE C KHOESPOYIUTMHTOM:
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1. He Opocaiics B 60#t. JIyunmii cmoco6: mocoBeTOBaThCs Kak ce0sl BECTH H,
€CJIM HEeT TOTO, K KOMY MOXHO OOpaTUThCSI, TO BHAYaJle YCTIOKOUTHCS.
Eciu Thl HauHemb OTBeYaTb OCKOPOJEHHUAMH Ha OCKOpOJIEHHsS, TO
TOJIBKO €I11e OO0JIbIIE Pa30XIKEIb KOH(IMKT;

2. YmpaBisil cBoel KubeppermyTanyei;

3. AHOHUMHOCTH B ceTd MHUMasA. CyIIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO
CTOUT 32 AaHOHUMHBIM aKKayHTOM;

4. He ctouT BecTH XyJUTaHCKUN 00pa3 BUPTyalbHOU u3HU. VHTEpHET

¢buKkcupyer Bce TBOU ACHCTBHSI M COXpaHseT UX. YJaIuTh uUX Oyjaer

KpanHe 3aTPYyIHUTEILHO;

Co0umonail CBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyii eauHWuHbIM HeraTuB. OIHOPa3OBbIE OCKOPOUTEIHHBIC
COOOIIeHH s JTy4llle UTHOpUpPOBaTh. OOBIYHO arpeccus MpeKpamaercs Ha
HadyaJIbHOM CTaguM;

7. ban arpeccopa. B nmporpammax oOMeHa MrTHOBEHHBIMHU COOOIICHUSIMU, B
COLUMAIbHBIX CETAX €CTh BO3MOXHOCTb OJOKMPOBKHA OTHpPaBKU
COOOILEHNH C OTIPeIENEHHBIX aIPECOB;

8. Ecnu TeI cBUAETEND KMOEPOYUIMHTA. TBOU AEHCTBUS: BHICTYIUTH TPOTHUB
npecieoBarels, IOoKa3aTb €My, 4YTO €ro JEHCTBUA OLECHHBAIOTCS
HETaTUBHO, MOJJIEPXkaTh KEPTBY, KOTOPOM HYKHA IMCHUXOJIOTMYECKas
MOMOII[b, COOOIIUTH B3POCIIBIM O (JaKTe arpecCUBHOTO OBE/ICHUS B CETH.

o

Mobunbuwiit menegon

CoBpemeHHbIe cMapTPOHBI U IJIAHIIETHI COAepPIKaT B ce0e BIOJIHE B3POCTIbINA
(GyHKIMOHAN, MW Tenepb OHU MOTYT KOHKYpUPOBaTb CO CTallMOHAPHBIMU
KoMIbtoTepaMu. OJTHAKO, CPEACTB 3aIIUTHI 1 TOJO0OHBIX YCTPOUCTB MOKA OYEHb
Mano. TecTtupoBaHME M TNOUCK YA3BUMOCTEH B HHMX HPOUCXOAUT HE Tak
UHTeHCHUBHO, Kak 111 [1K, To ske camoe kacaeTcss 1 MOOWIILHBIX MIPUIIOKEHHI.

CoBpeMmeHHbIE MOOWJIbHBIE Opay3epbl YK€ NPaKTHUECKH JOTHAIU
HACTOJIbHBIE AHAIOTH, OJHAKO paclIMpeHue (PyHKIMOHATa BJeYeT 3a c00oii
OOJIBIITYIO CJIOKHOCTh U MEHBIIIYIO 3aIUIIIEHHOCTb.

I[EU'ICKO HC BCC IPOU3BOAUTCIN BBIITYCKAIOT O6HOBJ'I€HPIH, 3aKpbIBAIOIIMC
KPUTHUYCCKUC YA3BUMOCTH IJIA CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI JIJIs1 0€30MIaCHOCTH MOOUIILHOTO TennedoHa:

1. Huuero He siBNsieTcsl mo-HAcTOSAIIEMY OecIuiaTHBIM. bynb ocToposkeH,
Beb Korjaa Te0e mpeasaraioT OecIulaTHbIA KOHTEHT, B HEM MOTYT OBITh
CKPBITHI KaKue-TO IUIaTHbIE YCIIyTH;

2. Iymaii, mpexae yem otnpaButb SMS, ¢oto wimm Buaeo. Tl TOUuHO

3Haelllb, I OHU OYAYT B KOHEUHOM UTOTE?

Heo6xoaumMo 0OHOBIISITH ONEPAMOHHYIO CUCTEMY TBOETO CMapTQOHa;

Hcnonmb3yii aHTUBUPYCHBIE MPOTPAMMBI I MOOWILHBIX Telle(hOHOB;

>~ w


http://gimn-keg.ru/setevichok.htm

5. He 3arpyxaiil npuaoXeHusi 0T HEU3BECTHOT'O UICTOYHHUKA, BEJIb OHU MOTYT
CoJIepKaTh BPEIOHOCHOE IMTPOTrPaMMHOE 00ECTICUCHHE;

6. Ilocime TOoro kak Tl BBIMACHID C cailiTa, TA€ BBOIWI JIMYHYIO
uH(bOpMaIHIO, 3aiiI1 B HACTPOUKH Opay3epa U yaaim cookies;

7. Tleppoauyuecku MpOBEpsAN KakWe IUIATHBIE YCIYTM aKTHBUPOBAaHbI Ha
TBOEM HOMEDE;

8. Magail cBOit HOMEp MOOMIILHOTO TeJe(OHA TOJIBKO JIFOISIM, KOTOPBIX Thl
3Haellb U KOMY JOBEPSEIIIb;

9. Bluetooth momkeHn OBITH BBIKITIOUEH, KOT/Ia ThI UM HE TOJIb3yembes. He
3a0bIBaii HOTAA TIPOBEPSTH ITO.

Onlineuepol

CoBpeMeHHbIE OHJAWH-WUTPBI — O3TO KPACOYHBIC, 3aXBaTHIBAIOIIHEC
pa3BiieueHUs, 0OBEAUHSIONIME COTHU THICSY YEJIOBEK MO BceMy mupy. Urpokwu
UCCJICAYIOT JAaHHBIM UM MHUp, OOIIAIOTCS JIPYT C APYrOM, BBITIOJHSIOT 3aJaHusl,
CpaXaroTcsi ¢ MOHCTpaMU U TOJY4YarOT OMBIT. 3a YJOBOJIbCTBUE OHHU IUIATAT:
MOKYTAIOT JUCK, OTJIAYMBAIOT a0OHEMEHT WJIM MPUOOPETAIOT KAaKUE-TO OTIIIHH.

Bce 3ty cpeacTBa uayT Ha MOAJEPKAHUE U PA3BUTHE UTPHI, a TAKKE HA
camy 0€30MaCHOCTb: COBEPIICHCTBYIOTCSI CUCTEMBI aBTOPU3ALMHU, BBIMTYCKAIOTCS
HOBbIE Mat4yu (UKM(pOBbBIE 3aTUIATKU I TPOTPaMM), 3aKPBIBAIOTCSA YSA3BUMOCTH
CEpBEPOB.

B momo0HBIX Wrpax CTOWT OMacarbCsi HE CTOJBKO CBOMX COTEPHUKOB,
CKOJIbKO Kp&XH TBOETO MapoJisi, HAa KOTOPOM OCHOBaHa CHUCTEMa aBTOPHU3ALUH
OOJILIIMHCTBA UTP.

OCHOBHBIE COBETHI 10 0€30MACHOCTH TBOETO UTPOBOTO aKKayHTA:

1. Ecmu apyroii urpok BefieT ceds miIoXo WK co3aeT Te0e HENPUSITHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Tloxamyiics agMUHUCTpaTOpaM WIPhl Ha IUIOXO€ TIOBEACHHUE DSTOTO

UI'POKA, JKENATENIbHO NPWIOKHUTh KaKWMe-TO JO0Ka3aTeabCTBA B BUIE

CKpPHHOB;

He yka3biBail TuuHyr0 HHPOpMaLIKIO B IPOQaiisie Urphbl;

YBaxkall APyrux y4aCTHUKOB II0 UIPE;

He yctanaBnmBaii HeopuiMaibHbIe MaTYN U MOJIBL;

Hcnonb3yii C0KHbIE U Pa3HbIE AP OJI;

Jlaxxe BO Bpemsi Urpbl HE CTOMT OTKIIOYaTh aHTUBHpyC. [loka Tbl

Urpaelib, TBO KOMIIBIOTEP MOTYT 3apa3UTh.

No ks w

Duiuune unu Kpasica Tu4HblX OaHHbIX
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OOBIYHOM Kpaskeil IeHeT U JOKYMEHTOB CEero/HsI YK€ HUKOTO He yIuBHUTIIIb,
HO C pAa3BUTUEM HWHTEPHET-TEXHOJOTHM 3JOYMBIIUICHHUKH I[EPEMECTUINCH B
UHTEPHET, U NPOJOJDKAIOT 3aHUMATHCS «JIFOOMMBIM» JEJIOM.

Tak mosiBunach HOBas yrpo3a: MHTEPHET-MOLICHHUYECTBA WM (DPUIIMHT,
IJIaBHAsl 1eJIb KOTOPOTO COCTOUT B TMOJYYEHUH KOHQGUACHIMAIbHBIX JTaHHBIX
10JIb30BaTeNell — JIOTMHOB M napoJjeid. Ha anrmmiickom si3bike phishing unraercs
kak guumHr (0T fishing — pbIOHas 0By, password — naposb).

OcHOBHBIE COBETHI 1O OOPHOE C (PUITUMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecim Tl mojo3peBaeib, YTO TBOSI aHKETa
ObIa B3JIOMaHa, TO HEOOXOAUMO 3a0JOKUPOBATH €€ U COOOIIUTh
aJIMUHUCTpaToOpaM pecypca 006 3TOM KaKk MOKHO CKOpEE;

2. Ucnonb3yit Oe3omacHbie BEO-CallThl, B TOM YHCJIE, HHTEPHET-Mara3uHoB
Y TIOMCKOBBIX CUCTEM;

3. Hcnonb3yit crnokHble U pazHble mapoiu. Takum oOpasom, eciu Teds
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH MOJYy4aT JOCTYN TOJBKO K OJHOMY
TBOEMY MPO(UITIO B CE€TH, a HE KO BCEM;

4. Eciu TeOst B3JOMaid, TO HEOOXOAMMO NPENyNpeluTh BCEX CBOUX

3HAKOMBIX, KOTOPBIE 0OaBiEHbl y T€OS B JIPY3bsIX, O TOM, YTO TeOs

B3JIOMAJIM ¥, BOBMOKHO, OT TBOEr0 MMEHHU OyJIEeT pacchuIaThbCs CIaM U

CCBUJIKU Ha (PUIIMHTOBBIE CAMTHI;

YcTranoBu HanexHbli maposb (PIN) Ha MoOuIbHBIN TenedoH;

OTKITI0YM COXpaHEHHe Naposs B Opaysepe;

7. He oTkpbiBail (haiiyibl ¥ IpyrUe BIOKEHUS B MUChbMaxX AaXXe €CIIM OHHU
NOPUILIM OT TBOMX Apy3eil. Jlydiie yTouyHu y HUX, OTIPABISIIMA JIU OHU
Tebe 3TU (ailiibl.

o o1

Lugposas penymayus

[udposas pemyranus - 3TO HEraTMBHAs WM MO3UTHBHAs MH(OpMaus B
cetu o Tebe. Kommpomerupyromas undopmaims pa3MelieHHas B HHTEPHETE
MOYKET Cepbhe3HBIM 00pa30M OTPa3UTHCS Ha TBOEH peambHOM ku3HU. «lludposas
pemnyTanus» - 3T0 TBOM UMUK, KOTOPBIN popMupyeTcst n3 HHPOpMaluu o Te0e B
UHTEPHETE.

TBoe MecTO JKHTEIhCTBa, Yy4eObl, TBOE (PUHAHCOBOE TIOJIOKEHUE,
0COOEHHOCTH XapakTepa U pacCcKa3bl 0 OJM3KUX — BCE 3TO HAKATUIMBAETCS B CETH.

MHorre NoApPOCTKH JISTKOMBICJICHHO OTHOCSTCS K IyOJIMKAIK JTMYHOU
nHdopmanuu B MHTEpHETE, HE MOHMMAs BO3MOKHBIX TOCACACTBUNA. ThHI Take HE
CMOJKEIITb JI0TaIaThCcsl 0 TOM, 4TO GoTorpadusi, pazmMerieHHas S5 JeT Ha3aa, cTaia
IPUYMHOM OTKa3a NPUHITH TeOs Ha padoTy.
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KommenTtapuu, pazmerniienne TBoux pororpaduii u apyrue AeHCTBUS MOTYT
HE HMCYE3HYTh JaXE IOCJEe TOro, KaK Thl MX yA&IMIIb. Thl HE 3HAClIb, KTO
COXpaHui dTy uH(POpPMaIUIO, TMOMNajJa JIdI OHA B TIOMCKOBBIE CHCTEMbl H
COXpaHWJIACh JIM OHA, a IJIABHOE: YTO MOAYMAIOT O TeO€ OKPYKAOILIEE JIIOIIH,
KOTOPBIC HAMAYT M YBUAAT 3To. HaliTn mHpOpPMAITHI0O MHOTO JIET CITYCTSI CMOJKET
00011 — KaKk u3 J0OPBIX NOOYKACHUIA, TAK U C HAMEPEHHUEM MTPUIUHUTD Bpea. ITO
MOET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI TI0 3aIUTE TU(POBOI PEIyTaIIH:

1. Tlogymaii, ipexae 4eM 4YTO-TO MyOJMKOBaTh W TiepenaBaTh y ceOs B
0J0Te U B COIMAIIbHOU CETH;

2. B macTpoiikax mpodwis yCTaHOBH OTpaHUYECHUS Ha MPOCMOTP TBOETO
pOdUIIS U €ro COEPKUMOTO, CAENAl €ro TOJBKO «IJIS APYy3ei»;

3. He pasmemail u He yka3biBail UH()OpMAIKIO, KOTOPask MOKET KOTO -IH00
OCKOPOJIATH UM OOMKAT.

Aemopckoe npago

CoBpeMeHHbIE  IIKOJbHUKH— aKTUBHBIC TOJb30BaTed  HU(POBOTO
npocTtpancTBa. OJHAKO [aneko HE BCE 3HAIOT, YTO IMOJIb30BaHHUE MHOTHUMHU
BO3MOKHOCTSIMH  IUGPOBOro mMupa TpeOyeT CcoOmoaeHus TpaB  Ha
MHTEJUIEKTYalbHYI0 COOCTBEHHOCTD.

TepMHH «MHTEIUIEKTYyallbHAsI COOCTBEHHOCTBH» OTHOCHUTCS K Pa3IMYHbIM
TBOPEHUSIM UEIOBEYECKOTO0 yMa, HaYyMHAs C HOBBIX M300pPETEHWI M 3HAKOB,
0003HavyaronMx cOOCTBEHHOCTh Ha MPOJIYKTHI M YCIYTH , U 3aKaHYMBasi KHUTaMH,
dororpadusmu, KUHOGUITBMAMU U MY3BIKATbHBIMU [TPOU3BEICHUSIMHU.

ABTOpCKHE TpaBa — 3TO IpaBa Ha MHTEUICKTyaJbHYIO COOCTBEHHOCTh Ha
IIPOM3BEICHUS HAYKH, JINTEPATYPbl U UCKyCcCTBA. ABTOPCKHE MpaBa BbICTYNAIOT B
Ka4eCTBE TapaHTUU TOrO, YTO HHTEIUIEKTYyaJbHBII/TBOPUECKUN TPyA aBTOpa HE
OyZeT HampacHbIM, JacT €My CIpaBeAJMBbIE BO3MOKHOCTH 3apaboTaTh Ha
pe3yibTaTax CBOEro TpyJa, MOJYYUTh HM3BECTHOCTh U Npu3zHaHue. Hukro Oe3
paspelieHrss aBTopa HE MOJKET BOCIPOU3BOIAWUTH €0  IIPOU3BENCHUE,
pacrpocCTpaHsaTh, NyOJIMYHO AEMOHCTPUPOBATh, NpPOJAaBaTb, UMIOPTUPOBATH,
MycKaTh B MPOKAaT, MyOJIUYHO MCTOJHATh, MOKA3bIBATh/UCTIONHATH B d(Upe HIH
pasmemars B MIHTEpHETE.

Hcnonp30BaHWe «MHUPATCKOTO» MPOTPAMMHOIO OOECTCUCHUS] MOKET
MPUBECTH K MHOTMM pHCKaM: OT MOTEPH JAHHBIX K TBOMM akKKayHTam [0
OJIOKUPOBKHU TBOETO YCTPOICTBA, I/I¢ YCTAHOBJICHHBIN HE JieralbHas MporpaMmma.
He crour Ttakke 3a0bIBaTh, 4YTO CYIIECTBYET JCrajbHble M OecCIUIaTHBIC
MIPOTrPaMMBbI, KOTOPBIE MOKHO HAaWTH B CETH.

O nopmane
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CereBn40K.p( — TBOI TJIaBHBIN COBETUMK B CE€TH. 3/1€Ch Thl MOKEIIb Y3HATh
0 0€30MaCHOCTH B CE€TH MOHSATHBIM U JJOCTYIHBIM S3bIKOM, a P BO3HUKHOBEHUU
KPUTUYECKOW CHUTyalluh OOpaTUTHCS 32 COBETOM. A TakKe NMPUHATH y4yacTHE B
KOHKYpCax U CTaTh CaMbIM U(DPOBBIM IpakTaHUHOM !



